
TrustZero 
Module



TrustSuite Identity Management Solution

Are your ID processes 

a MANUAL BURDEN?

Are your credentials 

SECURE?



TrustSuite Identity Management Solution

You trust your strong locks…  

Your fortified premises must not become a house of (prox) cards

Do you trust everyone’s keys? 

If a KEY is not SECURE, you need to know immediately!
  

TrustSuite’s industry-leading feature set delivers HIGH ASSURANCE 

and AUTOMATES your entire identity management process.



TrustSuite Identity Management Solution

Issuing, Provisioning, and Validation Activities
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Key Features

TrustMonitor



TrustSuite Identity Management Solution

Current validation systems suffer from “revocation blindness:”

a credential revocation typically takes 36 hours 

to impact what happens at a door. 

Would you hire blind Security Officers? 

The Problem: Dangerous Validation Time Lag

The Solution: TrustZero & TrustMonitor 
Achieve near real-time knowledge of credentials

via a sophisticated layer of status-checking techniques, 

which reduces this operational blind spot to 2 minutes.

Would you give Lobby Guards 36-hour breaks?

Overview

TrustZero is CertiPath’s 

high-assurance credential 

validation solution that provides 

robust business logic and 

configurability for a PACS’ response 

to a range of validation conditions



TrustSuite Identity Management Solution

• Public, community, and enterprise-specific settings

• Near-real time validation of credentials

• Focuses on PKI credentials and issuers trusted via the US Federal Bridge

• Private instances for any roots of trust an enterprise/community may also wish to monitor 

Overview

• Proactively tracks and “pushes” updated credential information to achieve quicker 

propagation and synchronization of credential status changes

• Streamlines the configuration of the trust path, ensuring accurate status

• Enables configurable constraints at a global and local level when using TrustZero



TrustSuite Identity Management Solution

✓Enterprise-level continuous validation

✓Near-Real-Time revocation

✓VIP privileged credentials

✓Configurable extended validity period / degraded mode settings

✓Validation enforcement options

✓Single network location for all validation queries

✓Validate all credentials within complex trust communities

✓Realtime automated trust list pruning with no manual checks

TrustZero with TrustMonitor Feature Summary



WITHOUT

COMPROMISE

IDENTITY

For additional info, 

click here

to visit our TrustSuite Info Portal

https://confluence.external-share.com/content/94259/trustsuite_external_share
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